We recently identified and removed malicious content that was temporarily present on the
FCCPT website between Monday, July 20 and Tuesday, July 21. Some visitors may have
encountered a fraudulent Cloudflare bot checker page with verification steps that looked
like this:
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If you completed the instructions afterward, your device was likely exposed to malware.
As a precaution, please follow the steps below:

1. Run afull antivirus/anti-malware scan on any device used to access the FCCPT
website during this period.

2. Ensure your operating system, web browser, and security software are fully
updated.

3. Change any passwords that may have been entered on the affected device,
especially if sensitive accounts were accessed.

4. Monitor your accounts for any unusual activity.

5. Enable or confirm Multi-Factor Authentication (MFA) is active.

The malicious content has been removed, and we have taken additional security measures
to protect our systems. FCCPT application records and information stored in our systems
were not compromised and reside in a separate location.

We sincerely apologize for any concern or inconvenience this incident may cause.
Protecting the security of our applicants and stakeholders is extremely important to us.

If you have questions, please contact us through the FCCPT Help Center.


https://help.fccpt.org/hc/en-us/requests/new

